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Abstract. A real-timesystemfor ponver-donn control in audio/videocompo-
nentsis modeledand verified usingthe real-timemodelchecler UpPPAAL. The
systemis supposedo residein anaudio/videacomponenandcontrol (readfrom
andwrite to) links to neighboraudio/videocomponentsuchas TV, VCR and
remote—controlln particular the systemis responsibldor the poweringup and
down of the componentn betweerthe arrival of data,andin orderto do soin a
safeway withoutlossof data,it is essentiathatnolink interruptsarelost.Hence,
a componensystemis a multitaskingsystemwith hardreal-timerequirements,
andwe presentechniquegor modelingtime consumptionn sucha multitasled,
prioritizedsystemThework hasbeencarriedoutin a collaboratiorbetweeral-
borg University andthe audio/videocompay B&O. By modelingthe system 3
designerrorswereidentified and corrected andthe following verification con-
firmedthevalidity of thedesignbut alsorevealedthe necessityor anupperlimit
of the interruptfrequeng. The resultingdesignhasbeenimplementedandit is
goingto beincorporatedaspartof a new productline.

1 Intr oduction

Sincethe basicresultsby Alur, CourcoubetisandDill [3, 4] on decidabilityof model
checkingfor real-timesystemswith denseime, a numberof tools for automaticver
ification of hybrid andreal-timesystemshave emeged |7, 14,10]. Thesetools have
by now reacheda state,wherethey are matureenoughfor applicationon industrial
developmenbf real-timesystemsaswe hopeto demonstratén this paper

Onesuchtool is the real-timeverificationtool UprAAL! [7] developedjointly by
BRICS at Aalborg UniversityandDepartmenbf ComputingSystemsat UppsalaJni-
versity Thetool providessupportfor automaticverificationof safetyandboundedive-
nesspropertiesof real-timesystemsand containsa numberof additionalfeaturesin-
cludinggraphicalinterfacesfor designingandsimulatingsystemmodels.Thetool has
beenappliedsuccessfullyto a numberof case—studiefl3,18,5,6,16,9] which can
roughlybe dividedin two classesreal-timecontrollersandreal-timecommunication
protocols.

! SeeURL: http://www.docs.uu.se/docs/rtmv/uppdat informationaboutUPPAAL.
2 BRICS—BasicResearcin ComputeiScience-is abasicresearctrentrefundedby theDanish
governmentat AarhusandAalborg University



Industrial developersof embeddedsystemshave beenfollowing the abose work
with greatinterest,becausehe real-timeaspectf concurrentsystemscan be ex-
tremely difficult to analyzeduring the designand implementationphase.One such
compalry is Bang & Olufsen(B&O) — having developmentand productionof fully
integratedhomeaudio/videosystemsasa mainactuity.

The work presentedn this paperdocuments collaborationbetweenAAU (Aal-
borg University) — underthe BRICS project— and B&O on the developmentof one
of the compary’s new designsa systemfor audio/videopower control. The systemis
supposedo residein anaudio/videocomponentaind control (readfrom andwrite to)
links to neighboraudio/videocomponentsuchas TV, VCR and remote—controlln
particular the systemis responsibldor the poweringup anddown of thecomponenin
betweerthe arrival of data,andin orderto do so, it is essentiathatno link interrupts
arelost. Thework is a continuationof anearliersuccessfutollaboration13] between
the sametwo organizationswherean existing audio/videgprotocolfor detectingcolli-
sionson alink betweeraudio/videocomponentsvasanalyzedandfoundto containa
timing error causingoccasionatlataloss.Theinterestingpoint was,thatthe errorwas
adecadeld, like the protocol,andthatit wasknown to exist — but normaltestinghad
never beensufficientin trackingdown thereasorfor theerror.

The collaborationbetweenB&0O and AAU spanned3 weeks(4 including report
writing), andwas very intensethe first week,wherea representatie from B&O vis-
ited AAU, anda first sketchof the modelwasproducedDuring the next two weeks,
themodelwasrefined,and15 propertieformulatedby B&O in naturallanguagevere
formalizedandthenverifiedusingthe UpPAAL modelchecler. During a meeting revi-
sionsto themodelandpropertiesveresuggestedandafinal effort wasspentonmodel
revision,re-verificationandreportwriting. The presenpapelis anintensve elaboration
of thepreliminaryreport[12]3.

Thepaperis structuredasfollows. Section2 containsaninformal descriptiorof the
B&O protocol,andin section3 we presenthe UpPAAL modelinglanguageandtool.
In sectiond we presenbur techniquegor modelingtimedtransitionsandinterruptsin
the UPPAAL language Section5 presentghe formal modelingof this protocolin the
UpPAAL languagewhile section6 presentghe verificationresults.Finally section7
providesanevaluationof the projectandpointsout futurework.

2 Informal Description of the Power Down Protocol

In this section,we provide aninformal descriptionof the designecprotocolfor power
down controlin an audio/videocomponentAs adwocatedin [15], we divide the de-
scriptioninto ervironment,syntax,andprotocolrules.

2.1 Protocol Environment

A typical B&O configurationconsistsof a numberof componentsyhich areintercon-
nectedby differentkinds of links carryingaudio/videodataand (or) controlinforma-
tion. Eachcomponents equippedwith two processorsontrollingaudio/videodevices

3 A full versionof the paperis availableat
http://ic-www.arc.nasa.gdic/projects/amphion/peoplefrelund.



andlinks, andamongothertasks,the processorsnustminimize the enegy consump-
tion whenthe componengoesstandby. Eachprocessomaybein oneof two modes:
(1) active, whereit is operationaland can handleits devicesandlinks, (2) standby,
whereit is unableto do anything exceptwake up andenteractive mode.Oneof thepro-
cessoractsasamasterin the sensehatit mayorderthe otherprocessofthe slave) to
enterstandby mode(andtherebyreduceenegy consumption)Dueto physicallaws*
a processocannotieave standby modevia oneatomicaction,andthe purposeof the
protocolis to ensurethat standby operationis handledin a consistentvay, i.e. when
oneof theprocessorsntersor leavesstandoy mode thisis alsorecognizedy theother
processarFurthermorewheneer a processosensevalid dataon an externallink, it
mustleave standby operation Also, the real-timedurationfor switchingbetweerthe
modesmnay not exceeda givenupperlimit in ordernotto losemessages.

Figurel illustratesthe processomterconnectiorandour modelof the softwarear
chitecturefor one of the processorsEachprocessocommunicatesvith devicesand
othercomponentyia externallinks®, andthetwo processorareinterconnectedia an
internallink. The softwarearchitecturewill be almostidenticalfor thetwo processors,
andin this reportwe concentraten the IOP3212processor the slave processarThe
main softwaremoduleis the IOP processwvhich communicatesvith the AP processqgr
the externallink drivers,andthe interrupthandlersaccordingto the protocolrulesde-
scribedbelow. The protocolforms the crucial part of the software design,becauset
mustassurdahatno dataandinterruptsarelost (in orderto leave standby operationat
duetime).

|OP 3212 processor device links

AP 3002 processor check driver

ap_down drivers

1oP data/no_data

ap_down_ac]
ap_down_nafk

check interrupt
ap_active
e

interrupt
handlers

interrupt/no_interrupt

Fig. 1. Softwarearchitectureof the pover down protocol. The protocolentity procesgIOP) re-
ceivesprotocolcommandgleft arravs) from the driversandinterrupthandlersy issuingcheck
commandgright arrons).

4 It takes e.g. approx.1 msto make the processooperationalwhenit hasbeenin standby
operation.
® Thefigureillustratesa configuratiorwith oneexternallink, the LSL link.



2.2 Protocol Syntax

The power down protocol entity (the IOP process)communicatewith its erviron-
ment (AP processarlink driversand interrupthandlers)via the protocolcommands
in the set: {ap.down, ap.active, ap.down_ack, ap.dovn_nack,data,no_data,interrupt,
no.interrupt. The ap.downcommandis sentfrom the AP processoand commands
the IOP processoto enterstandby operation.The datacommands sentfrom a link
driver andindicatesthat meaningfulinput hasbeendetectedn the link, whereaghe
no_data commandindicatesthat thereis no input from the link. Likewise,the inter-
rupt (no.interrupt) commandis sentfrom from the link interrupt handlerand indi-
catesthataninterrupt(or no interrupt)hasbeenrecevedat thelink interruptinterface.
Thecommandsp_active ap_.downadk, ap_.downnad informsthe AP3002processor
aboutstatechange®f the protocol,thatis, ap_activeis sentwhenthe |OP3212proces-
sorbecomesctive, ap_downadk is sentwhenit acceptgo enterstandby mode,and
ap_.downnad is sentwhenstandby cannotbe entered.

2.3 ProtocolRules

In orderto give anintuitive explanationof the protocol,we describebelaw in aninfor-
malway themajorprotocolrules,which mustbe obeyedby the IOP protocolentity. We
leave out the detailson communicatiorwith interrupthandlersanddrivers,which will
bedescribedn theformalizationsectionln orderto structurehedescriptionye define
thefollowing majorphasegseeFigure2 below) for the entity: the activephase where
thelOP is in normal(active) operationthe ched driver phase wherethe IOP process
is waiting for a driver status(no data/datajn orderto decidewhetheror not to leave
the active phasethe standby phase wherethe IOP processois out of operationand
theched interruptsphase wherethe IOP processors waiting for aninterrupthandler
status(no interrupt/interrupt)n orderto decidewhetheror not to enterthe standby
phaseWe use?/! to indicateprotocolinput/outputin the usualway:.

Activerule In the active phase the IOP protocol entity must enterthe checkdriver
phasewhene&eraap downcommands recevedfrom the AP processar

Chedk driverrule In the checkdriver phase the IOP protocol entity commandghe
driversto checkwhetheror not meaningfuldataarereceved from the links. The
outcomeof the checkdefineghe succeedinghaseaccordingo Figure?2.

Standbyrule Wheneeraninterruptis recevedin thestandby phasethelOP protocol
entity mustenterthe checkdriver phase.

Chedk interruptsrule In the checkinterruptsphasethe protocolentity commandghe
interrupthandlerdo checkfor pendinginterrupts.If nointerruptsarependingthe
standby phasecansafelybe enteredOtherwisethe checkdriver phasds entered.

The above ruleshave to be implementedn sucha way, that (1) Wheneer anin-
terruptis receved and meaningfuldatais presenton the givenlink, the active phase
mustbe enteredand (2) Wheneer a down signalis receved from the AP processor
andno interruptsandvalid dataare presentthe standby phasemustbe entered The
delaycausedy softwareof thesetransitionsmay not exceed1500us sinceotherwise
datamaybelost.
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Fig. 2. Major protocolphasesThe dottedlinesindicatetransitiondeadingtowardspower down.

The full lines are leadingtowards power up. The two neighboring’check driver’ phasesare
necessarin orderto beableto ignorenoisefrom the communicatiorines.

Theinformal rulesform the basisfor the modeldesign,andin the analysissection,

we present completdist of protocolrequirementén termsof propertiesof theformal
protocolmodel.

3 The UprPaAL Model and Tool

UpPPAAL is atool boxfor symbolicsimulationandautomaticverificationof real-timed
systemanodeledas networks of timed automatg4] extendedwith global sharedin-
teger variables.More precisely a modelconsistsof a collectionof nhon—deterministic
processeswvith finite control structureandreal—aluedclocks communicatinghrough
channelsand sharedinteger variables.The tool box is developedin collaborationbe-
tweenBRICSatAalborg UniversityandDepartmenbf ComputingSystemsatUppsala
University andhasbeenappliedto severalcase—studiefd 3,18,5,6,16,9].

Thecurrentversionof UPPAAL isimplementedn C++, XFORMS andMoTIF and
includesthefollowing mainfeatures:

— A graphicalinterfacebasedon Autograph[8] allowing graphicaldescriptionsof
systems.

— A compilertransforminggraphicaldescriptionsnto a textual programmingormat.

— A simulator which providesa graphicalvisualizationandrecordingof the possi-
ble dynamicbehaiors of a systemdescription.This allows for inexpensve fault
detectionn theearlymodelingstages.

— A modelcheclerfor automatioverificationof safetyandbounded—Wenesgroper
tiesby on—-the—flyreachabilityanalysis.

— Generatiorof (shortestdiagnostictracesin caseverificationof a particularreal—

time systemfails. The diagnostictracesmay be graphicallyvisualizedusingthe
simulator



A systemdescription(or model)in UPPAAL consistsof a collectionof automata
modelingthe finite control structureof the systemlIn additionthe modelusesa finite
setof (global)real—aluedclocksandintegervariables.

Considerthe modelof Figure 3. The modelconsistsof two component# andB
with controlnodes{A0, Al, A2, A3} and{BO, B1, B2, B3} respectiely. In addition
to thesediscretecontrol structuresthe model usestwo clocksx andy, oneinteger
variablen anda channeh for communication.

A
y >= 3
Al
y = y >= 4 O n=5 '
A0 Al A2 A3
(y<=6)
B
X _>= 2
a?
n:= 8
X i=
~_n n+1
© >O >O >O
c:Bl B2 B3
(x<=4)

Fig. 3. An exampleUPPAAL model

The edgesof the automataare decoratedwith threetypesof labels:a guard ex-
pressinga conditionon thevaluesof clocksandintegervariablesghatmustbe satisfied
in orderfor the edgeto be taken; a synchronizatioractionwhich is performedwhen
the edgeis taken forcing asin CCS[19] synchronizatiorwith anothercomponenbn
a complementargctiorf, andfinally a numberof clock resetsand assignmentto in-
tegervariablesAll threetypesof labelsareoptional:absencef a guardis interpreted
asthe conditiontrue, and absenceof a synchronizatioractionindicatesan internal
(non-synchronizinggdgesimilar to r—transitionsn CCS.ReconsideFigure 3. Here
theedgebetweenA0 andAl canonly betaken,whenthevalueof theclocky is greater
thanor equalto 3. Whenthe edgeis takentheactiona! is performedhusinsistingon
synchronizatiomwith B onthecomplementanactiona?; thatis for A to take theedge
in question,B mustsimultaneouslybe ableto take the edgefrom BO to B1. Finally,
whentakingthe edge the clocky is resetto 0.

In addition, control nodesmay be decoratedvith so—calledinvariants which ex-
pressconstraintontheclock valuesin orderfor controlto remainin a particularnode.
Thus,in Figure 3, controlcanonly remainin AQ aslong asthevalueof y is no more
than6.

Formally, statesof a UPPAAL modelare of the form (,v), wherel is a control
vectorindicatingthecurrentcontrolnodefor eachcomponenof thenetwork andv is an
assignmengiventhe currentvaluefor eachclock andintegervariable.Theinitial state

6 Givenachannehamea, a! anda? denotecomplementarpactionscorrespondingo sending
respectiely receving onthechanneh.



of aUpPPAAL modelconsistsof theinitial nodeof all componentsandanassignment
giving thevalueO for all clocksandintegervariablesA UppaAL modeldetermineshe
following two typesof transitionsdbetweerstates:

DelaytransitionsAs long asnoneof theinvariantsof the controlnodesin the current
stateareviolated,time may progresswithout affectingthe controlnodevectorand
with all clock valuesincrementedvith the elapseddurationof time. In Figure 3,
from the initial state((A0,B0),x = 0,y = 0,n = 0) time may elapse3.5 time
units leadingto the state((A0,B0),x = 3.5,y = 3.5,n = 0). However, time
cannotelapses time unitsasthis would violate the invariantof BO.

Action transitions|f two complementaryabelededgesof two differentcomponents
are enabledin a statethenthey can synchronizeThusin state((A0,B0),x =
3.5,y = 3.5,n = 0) thetwo componentsan synchronizeon a leadingto the
new state{(A1,B1),x = 0,y = 0,n = 5) (notethatx, y, andn have beenap-
propriatelyupdated)If acomponenhasaninternaledgeenabledtheedgecanbe
takenwithout ary synchronizationThusin state((A1,B1),x = 0,y = 0,n = 5),
the B—componentan performwithout synchronizingwith A, leadingto the state
((A1,B2),x =0,y = 0,n = 6).

Finally, in orderto enablemodelingof atomicity of transition—sequences a par
ticularcomponenfi.e. withouttime—delayandinterleasing of othercomponentsjodes
may be markedas committed(indicatedby a c—prefix).If in a stateoneof the compo-
nentsis in acontrolnodelabeledasbeingcommitted,no delayis allowedto occurand
ary actiontransition(synchronizingor not) mustinvolve the particularcomponent{the
components so-to—speakommittedto continue).In the state((A1,B1),x = 0,y =
0,n = 5) Bl is committed;thuswithout ary delaythe next transitionmustinvolve
the B-componentHencethe two first transitionsof B areguaranteedo be performed
atomically Besidesnsuringatomicity, thenotionof committechodesalsohelpsin sig-
nificantly reducinghespace—consumptiaturingverification.Channelganin addition
be definedas urgent whentwo componentgansynchronizeon an urgentchannelno
furtherdelayis allowed beforecommunicatiortakesplace.

In this sectionandindeedin the modelingof the audio/videgprotocolpresentedh
the following sectionsthe valuesof all clocksareassumedo increasewith identical
speedperfectclocks).However, UPPAAL alsosupportanalysiof timedautomatavith
varyinganddrifting time—speeaf clocks.Thisfeaturewascrucialin themodelingand
analysisof the Philips Audio—Controlprotocol[5] usingUPPAAL.

UpPPAAL is ableto checkfor reachabilitypropertiesjn particularwhethera certain
combinationof control-nodesnd constraintson clock anddatavariablesis reachable
from an initial configuration.The propertiesthat can be analyzedare of two forms:
“Al] p” and“E<>p”, wherep is a formula over clock variables,datavariables,and
control-nodepositions.Intuitively for “A[ ] p” to besatisfiedall reachablestateanust
satisfyp. Dually, for “E<>p” to besatisfied somereachabletatemustsatisfyp.

" indicatedgraphicallyby adoublecirclednode.



4 Timed Transitions and Interrupts

In this sectionwe shallintroducetechniquegor dealingwith a coupleof conceptghat
appeaiin the protocol,andwhich are not supportediirectly by the UpPAAL notation.
Theseconceptsare on the onehandtime slicing in combinationwith time consuming
transitions andon the otherhandprioritizedinterrupts We referto time slicing asthe
actiity of delegatingandschedulingexecutionrightsto processeshatall run on the
samesingleprocessarTransitionsnormallydon't taketimein UPPAAL, but thisoccurs
in the protocol.Interruptsis awell known concept.

First,we give asmallexampleillustratingwhatwe need.Thenwe suggesthetech-
niquesthatwe shallapplyin themodelingof the protocol.

4.1 The Problem

Assumea systemwith two processe#\ andB runningon a singleprocessarAssume
further, thattheseprocessesanbeinterruptedoy aninterrupthandler The situationis
illustratedin Figure4, which is not expressedn the UPPAAL languagehput ratherin
someinformal extensionof thelanguage.

A Interrupt
Ot —>O—t5>0 =0
a
i =1
(2)
J@)
B j =2
(5)
OOt —>0
a b c c O

Fig. 4. Whatwe wantto express

Eachedgemodifiesa variable(A modifiesx andy, B modifiesv andw, andthe
interrupthandlemodifiesi andj ). Theseassignmentenly sene to identify theedges
andhave no realimportanceor the example.Eachedgeis furthermorelabeledwith a
time slotwithin parenthesi§2, 5, 7- 12), indicatingthe amountof time unitstheedge
takes.Theslot 7- 12 meansanywherebetweer? and12 time units.

Supposeéheinterrupthandlerdoesnot interrupt. Thenthe semanticshouldbethe
following: A andB executein aninterleaved mannemodelingthe time slicing of the
processor eachtransitiontakingtheamountof time it is labeledwith. No unnecessary
timeis spentin intermediatenodeg exceptwaiting for theotherprocesgo execute) At
theend,assoonashoth A andB arein thenodec, atleastl9 (2 + 5 + 5 + 7) andat
most24 (2 + 5 + 5 + 12) time unitswill have passed.

An interruptcanoccurat any momentandexecutes‘to the end” whenoccurring.
Thatis, it goesfrom nodea to ¢ withoutneitherA nor B beingallowedto executein the



meantimelf we assumehattheinterrupthandlercanalsointerrupt,thenit will change
theabove numbergo 26 (19 + 2 + 5) and31 (24 + 2 + 5).

Or goalis now to formulatethisin the UpPAAL languageConsideranapproactwhere
nodesareannotatedvith time constraint®nlocalclocks,expressinghetimeconsumed
by the previousedge.This solutiondoesnotwork sincethetwo automatamayconsume
time “together”,anddoesnot reflectthe desiredbehaior, sincethey are supposedo
run on a singleprocessarlLet us first modeltime consumingransitions,ignoring the
interruptsfor amoment.

4.2 Modeling Timed Transitions

In asingleprocessosettingit is naturalto handovertime controlto asingle“operating
system”processFigure5 illustratessuchaprocesscgalledTimer, usingalocal clockk.

c:back

Fig.5. TheTimer

It hasastartnode namedyo, in whichtimeis constrainedo notprogresstall. This
meanghatin orderfor time to progresspneof theedges 2?,t5? ort 7_.12? must
be taken. Theseedgesthenleadto nodeswheretime can progresghe corresponding
numberof time units, whereafter control returnsimmediately(backis a committed
nodejust usedto collecttheedges}o thego node.

Now let us turn to the processe#®\ and B, which are shavn in Figure 6. These
now communicatewith the Timer, askingfor time slots.Every time unit T thatin the
informal model, Figure 4, wasin braclets( T) is now expressedast T! . Whenfor
exampleA takesthe edgefrom nodea to nodeb, the Timer goesinto thenodew?, and
staystherefor 2 time unitswhile A staysin nodeb. Hence thetime consumedy an
edgeis really consumedn the nodeit leadsto. We have, however, guaranteedhat B
for example,cannotgo to thenodeb andconsumeime “in parallel” sincethatwould
requirea communicatiorwith Timer, andthis is not readyfor thatbeforeit returnsto
thenodego.

WhenA reacheshenodec, it hasnotyetconsumed time units(2+ 5), it hasonly
consume. The 5 will be consumedvhile in nodec. In orderto reacha statewhere
we for sureknow thatall thetime hasbeenconsumedye addanextrad node,which
is reachedy communicating i ni sh! totheTimer. Thisforcesthe Timerto “finish”



X 1= 1 L= 2 finish!
Ot >0t 2>0) 0
a b c d

v =1 w:i= 2 finish!
©_"5!—)O—1'7:1'2!_)O—)O

a b c d

Fig. 6. A andB communicatingvith the Timer

thelasttime consumptionNow we canexpressandverify the following true property
wheregc is aglobalclock variablethatis neverreset:

Al (Adand B.d) inply ((19 <= gc) and (gc <= 24))

Thatis, if bothA andB reachnoded, thenthey will dosowithin 19—24 timeunits.Note
thatdueto thedesignof the Timer, time cannotprogresgurtherwhenthathappengthe
Timerwill bein thego nodewheretime cannotprogress)Of courseonecandesigna
Timerthatallowstimeto progresdreelywhenasledto, andthatis in factwhathappens
in the protocol.Basicallyoneintroducesanidle nodein the Timer, thatcanbe entered
uponrequestandwheretime canprogressvithout constraints.

It is possibleto model suchsingle processotime schedulingin model checlers
lacking real-timefeatures suchasfor example SpiN [15]. However, whentrying to
formulateandverify propertiesvheretimeticksaresummedip, suchexplicit modeling
easilyleadsto statespace=xplosion.

4.3 Modeling Interrupts

Now we incorporatethe interrupthandler The basicideais to give a priority to each
processandthenmaintaina variable,which at any momentcontainsthe priority cur
rently active. Processewith a priority lowerthanthe currentcannotexecute Whenan
interruptoccursthe currentpriority is setto a valuehigherthanthoseof the processes
interrupted.

Processes andB canfor examplehave priority 0 while theinterrupthandlergets
priority 1. Whenthe interruptoccurs,the currentpriority is thensetto 1, preventing
priority 0 processefrom running.We introducethe variablecur for this purposesee
Figure7. TheTimer staysunchanged.

Notehow thevariablecur occursin guardsof A andB, andhow it is assignedo
by theinterrupthandler In this model,we canverify thefollowing propertyto betrue:

Al (A d and B.d and Interrupt.d) inply
(26 <= gc and gc <= 31)
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Fig. 7. Dealingwith interrupts

5 Formalization in UPPAAL

In this section,we shallformalizethe systemin UpPAAL. We startwith an overview
of the componentsand their interactionvia channelsand sharedvariables.Thenwe
describehe lOPin detail.

5.1 ComponentOverview

The systemconsistsof 7 automataasillustratedin Figure 8. The Timer controlsthe
time slicing betweenthe componentaisingthe techniquedescribedn section4.2. In
addition,thereis an ervironmentwhich generatesterruptscorrespondingo dataar
riving onthelinks; hencethis ervironmentis referredto asthe InterruptGeneratar
The componentcommunicatevia channelsynchronizatiorand via sharedvari-
ables.The figure illustratesthe channelconnectionsdy fully dravn arcs,eachgoing
from onecomponentthe onethatdoesa send! ) to another(the onethatdoesare-
ceive “?"). Also, all sharedvariablesare plottedinto thefigure, in italics, with dotted
lines indicating their role as messagearriers,from the processthat typically writes
to the variableto the procesghat typically readsthe variable.This notationis infor-
mal, but it shouldgive an overview of the sharedvariablesandthe role they play in
communicationChannelsindvariablesaredescribedelow.

5.2 The Channels

The AP signalsthelOPto godown by issuinganap_down! (whichthelOPthencon-
sumeddy performinga dualap_down?). Thechannelsap_down_ack and
ap_down_nack correspondo the IOP’s responsdo suchan ap_down signalfrom
the AP. They representhe acknavledgment(ack) respectrely the negative acknawl-
edgment(nack)thatthe closingdown hassucceededespectiely not succeededThe
ap_act i ve channels usedby thelOP to requesthe AP to becomeactive.

The channelg eset ,wait,wait_int,i_reset,i_wait areall usedto op-
eratethetimer. Basically ther eset andi _r eset channelsareusedto activatethe
timer, to startdeliveringtime slots,while thewai t , wai t _i nt andi _wai t channels
areusedto dis-actvatethetimer, to stopdeliveringtime slots.Differentchanneldor re-
setting(r eset andi _r eset ) respectiely waiting (wai t , wai t _i nt andi _wai t)



Isl_running Isl_data

Kernel v
ap_down reset
1oP wait LSL Driver
AP ap_down_ack| wait_int Timer ti
ap_down_nad]
sleeping ti
. sleep_op
ap_active sw_stand_by
i_reget
A .
! i_vai
I
I
ti
cur
AP Int LSL Int
N Handler Handler
77777777777777777777777777777
generated_ap_interrupi
Isl_interrupt_ex

A
b me— D ___s i
ap_interrupt Isl_interrupt !

some_interrupt

|_Isl_interrupt

. Int Gen.
enabled_lsl_interrupt

Fig. 8. Thecomponents

are neededdueto differentinterpretationsof thesecommandsn different contexts.
Wheneer activated thetimer thendeliverstime slotsto the |OP, the LSL (Low Speed
Link) driver, andtheinterrupthandlersvhentheseissuesignalsonthet ; channels.

5.3 The Shared Variables

Theinterruptgeneratogeneratefterruptscorrespondingo dataarriving onthelinks.
Suchaninterruptis generatedby settingthevariablegener at ed_l sl _i nt er r upt
to 1 (true). The LSL interrupt handlerthen reactson this by interruptingthe IOP
or the driver, whichever is running. A resultof suchan interruptis that the variable
I sl _i nterrupt is setto 1. The IOP readsthe value of this variable,and henceis
triggeredto dealwith new dataif it equalsl. In orderfor theinterruptgeneratoto gen-
erateinterruptsatall, thevariableenabl ed sl _i nt er r upt mustbel. Concerning
the AP, thereisagener at ed_ap_i nt er rupt andanap_i nt er r upt, but thereis
noenabl ed_ap.i nt er r upt . The AP itself playstherole asAP interruptgenerator
andhencesetsthegener at ed_ap_i nt er r upt to 1, while the AP interrupthandler
reactsto this by settingtheap_i nt er r upt to 1. Thevariablesone_i nt er rupt is
1 wheneereitherap_i nt errupt orl sl i nterrupt isl.

Thevariablecur isusedto securghataninterrupthandlergetshigherpriority than
the processt interrupts.Notethatin this sensethe |lOP andthedriver have thelowest
priority (0), while the LSL interrupthandlerhasone higher(1), andthe AP interrupt
handlethasthehighest(2). Hencewheneerthevalueof cur is0, thelOP andtheLSL
driver areallowedto execute Whenthe LSL interrupthandlerstartsexecuting,it sets



thevalueto 1, wherebythe IOP anddriver areno longerallowed to execute.The AP
interrupthandlercanfurtherinterruptall the previous processesassigning2 to cur ,
wherebyall otherprocessewith lower priority aredeniedto execute.

We saidthatthe AP interrupthandlercaninterruptthe LSL interrupthandler This
is a truth with modificationsIn fact, it is not allowedto interruptduringtheinitializa-
tion phaseof the LSL interrupthandler This is modeledby introducinga semaphore
| sl _i nterrupt _ex. Itisusedto excludethe AP interrupthandlerfrom interrupting
theLSL interrupthandlerduringthelatter'sfirst actwities.

The IOP sendsmessageso the LSL driver by assigningvaluesto the variable
I sI _command with thefollowing meaningsi = Initialize thedriver, 2 = Closedown
the driver, and 3 = Activatethe driver. After initialization of the driver, the IOP can
readthe resultsof the driver’s actvity (whetherit is still runningandwhetherthere
aredataor not) in thevariabled sl _r unni ng andl sl _dat a. Sincethemodelis a
reductionfrom a biggermodelalsoinvolving the AP driver, we hadearlyin thedesign
a needfor maintaininga variablesone _r unni ng, beingtrueif eitherap_r unni ng
or | sl _runni ng wastrue, and likewise we neededa variablesonme_dat a, being
trueif eitherl sl _dat a or othersimilar variablesweretrue. Thesetwo variableshave
survivedafterwe have reducedhemodel.

Thethreevariablessw_st and_by, sl eepi ng andsl| eep_op arecentralto the
closingdown procedure andthe interactionbetweenthe IOP andthe interrupt han-
dlers. Figure 9 illustratesthe relevant piecesof codein the IOP (when approaching
standby mode),respectiely the InterrupthandlersTo startwith the IOP, the variable
sl eep_op is akind of “emergencybreak” which canbe“pulled” by theinterrupthan-
dler. ThelOP assigngrue to this variable,andit hasto betrue beforegoingto sleep.
The interrupthandlercan changethe value of sleepop “in last micro second”.Next,
thelOP assigngrue to thevariablesw_st and_by whenapproachinghest and_by
node.Hencethis variableis true in a certaincritical time zone just before closing
down®. Whenthe IOP finally goesdown (entersthe st and_by mode),the variable
sl eepi ng becomesgrue.

The value of sw._st and_by is usedby the interrupthandlerswhen activatedto
seewhetherthe IOP is in its critical closingdown zone.If so, they assignthe value
false to the variables| eep_op, andthis will then preventthe IOP from going to
sleep.Theinterrupthandlersalso“wake up” (sl eepi ng : = 0) thelOPin caseit is
sleepingsl eepi ng == 1).Thesl eepi ng variableis usedby theinterrupthandler
to directthe amountof time usedto restartthe IOP. If sl eepi ng == 1 it takes900
micro secondsptherwisdt is instantaneousVe shallseethelOP algorithmformulated
in UPPAAL below.

5.4 ThelOP

The IOP, Figure 10, is obtainedby refining (in aninformal sense}the abstractmodel
presentedn Figure 2. The modelis refinedusing staterefinements well asaction
refinementBy staterefinementve meanthatcertainstateqtheovals)areexpandedut
to sub—transitiorsystemawith new statesconnectedvith new (labeled)arcs.We have

8 In the C-implementationthe variable sw.st and_by is a register informing the processor
hardwareaboutthe approachinglosedown.



I OP: I nterrupt Handl er:

sleep_op : = 1; If sleeping == 1 Then
sw_stand_by := 1; ‘‘spend 900 ns'’
If sleep_op == 1 Then sleeping := 0
sl eeping := 1; End;
‘‘stand by’ If sw stand_by == 1 Then
End; sleep_op := 0;
‘tafter interrupt’’: sw_stand_by := 0
sw stand_by := 0 End;
“igo up’

Fig.9. Thevariablessw_st and_by, sl eepi ng ands| eep_op

enclosedhesenew sub—systemi boxeson Figure 10 suchthat they canbe easier
relatedto Figure2. Note, however, thatthis is not formal UPPAAL notation.By action
refinementwe meanthat also arcsare expandedout to suchsub—transitiorsystems.
Concerningstaterefinementwe have expandecdeach‘c hed driver” stateinto acouple
of statesdri ver cal | —representinghe pointwhereadriver hasbeencalled—and
dri ver _r et ur n —representinghe point wherethe driver returns.The state“c hedk
interrupts” hasbeenexpandedout to a small transitionsystemconsistingof the four
statesi nsert _noop, set _st and_by, check_i nt errupt s andcheck_noop.

ThelOP startsbeingactive,in thenodeact i ve. In thisnodeit doesnotneedtime
slots,hencethetimer is supposedo be inactive. Note that althoughthe IOP is in the
nodeact i ve, andhenceintuitively is active, from atechnicalpoint of view, we don't
seeit asrequiringtime slots,sinceit doesnottake ary transitions.

Now it canreceve anap_down signalfrom the AP, orderingit to closedown. It
thenproceedgup, left — referringto the approximatepositionon the figure) by reset-
ting thetimer—r eset ! , indicatingthatnow it wantsprocessotime slotsnecessary
to closedown. It theninitializes the variablesl sl _r unni ng (to 1) andl sl _dat a
(to 0) preparingthe activation of the LSL driver, initially assuminghatthereareno
data.Note the “priority 0" guard—cur == 0 —andthetime slotdemand-t 6! —
requiring6é micro seconddo initialize thesevariables Thetime constantandall other
time constantsn the model,have beenestimatedy the protocoldevelopersat B&O.
Whenthedriverlaterreturnsijt will have setthevariablel sl _r unni ng to 0, andnow
thelOP cancheckthevalueof | sl _dat a. Thedriveris, however, first activatedwith
theassignmenof 2 (closedown) to thevariablel s| _.command in theedgeleadingto
thenodedri ver _cal | 1.

In this nodethe IOP waits for the driver to finish its job. If at that point, in node
driver _returnl,| sl _dat a equalsl thereis data,andthe IOP mustactivatethe
driver—1 sl _command is assignedhevalue3 —andit mustrespondo the AP with a
negative acknavledgment- ap_down_nack! . If ontheotherhandl sl _dat a equals
0, thenthereare no dataon the link, andthe IOP can proceedsuccessfullyto close
down, next checkingwhetherthereareary interrupts.First, however, it acknavledges
via anap_down_ack! signalto the AP, andthengoesto the nodei nsert _noop
(up, right) to checkinterrupts A possibleracefrom hereleadsto thenodest and_by,
wherethe IOP is sleepingandcanonly be wakenedby aninterrupt. The waiting for
aninterruptis doneby issuingawai t _i nt! signalto the timer just beforeentering
thest and_by node.Whenaninterruptoccursthereafterthetimerwill ensurehatthe
IOPis re-actvatedimmediately
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Fig.10.ThelOP

If ontheotherhand,beforereachingthest and_by node,aninterrupthasalready
occurredthenthe IOP will avoid goinginto that nodeandinsteadgo directly to the
wake_up node.Hence,n thisnodewe assumehataninterrupthasoccurredandnow
theLSL driverhasto bere-startedsinceapparentiftheremustbe data.This meange-
initializing thevariabled sl _r unni ng andl sl _dat a, andthenassigninghevalue
1 (initialize) to | s| _.conmand. In thenodedr i ver _cal | 2, the IOP thenwaits for
the LSL driver to return.If thereis data— | sl _dat a equalsl — the AP is asledto
becomeactive —ap_act i ve! —andthe lOP goesinto the nodeact i ve. Note that
whenenteringhisnode,awai t ! signalisissuedo thetimerto dis-actvateit. If onthe
otherhandthereareno data—| sl _dat a equals) — thenwhathasbeenencountered
is noise,andthenodenoi se is enteredin this nodethe IOP wantsto closedown, but
beforedoingthis, the driver is asledto closedown — I sl _comand is assignedhe
value2. ThelOP thenwaitsin thenodedr i ver _r et ur n3 for thedriversresponse.

Now, if thereis data— 1 sl _dat a equalsl the AP is activated— ap_acti ve! —
andthenodeact i ve is enteredIf onthe otherhandthereareno data—I sl _dat a
equald) — thenthe lOP returnsto thenodei nsert _noop (up, right), readyto check
theinterruptsagain,andclosedown (if aninterruptdoesnotoccur etc.).



Note that sometransitionslabeledwith channelcommunicationsare not labeled
with the priority guardcur == 0. Thesechannelsare elsavheredefinedas urgent,
meaningthatcommunicatiormusttake placeimmediatelywhen&erenabled.

6 Verification of SelectedProperties

In this sectiona collectionof propertieswill be formulatedandverified usingthe Up-
PAAL logic andverificationtool. In orderto verify thesepropertiesa setof techniques
for annotatinghe modelandfor definingobsener automatéhave beenapplied.These
techniquesrepresentedirst. Thenfollows the formulationandverificationof thein-
dividual propertiesof whichthereare15.

6.1 Model Annotation and TestAutomata

Amongstthe propertieformulatedby B&O, in particularthreekindsweretypical and

neededspeciattechniquesThe generabprinciple behindthethreetechniquesto be de-

scribedbelaw, is to annotatethe model by addingnew variablesor communication
actionsandthenobsenrethese githerby mentioningthevariablesn theformulaeto be

verified(thefirst two techniquesdr by lettingthenew communicatioractionssynchro-
nizewith a furthermoreaddedobsenrer automator(the third technique).The needfor

thesdechniquess causedy theexistinglogicin whichit only is possibleo stateprop-

ertieslike:“Al ] p” and“E<>p”, wherep is anatomicpredicateoverprogranvariables
andnodeghenceno nestingof modaloperators)Theoreticabswell aspracticalwork

is currentlyundertalento extendthe UPPAAL logic, definingtranslationsnto model

annotation@ndobserersasoutlinedbelow.

The FLAG Technique Thefirst techniquecalledthe FLAG techniquefor later refer

encejsillustratedin Figurell. Supposave have anautomatorA containingtwo states
(amongsbthers):a andb, andsupposeave wantto verify, that“thereis a pathfroma

tob”.

A Annotated_A

a_reached := 1

searched path

There must be a path from ato b E<>b and a_reached == 1

Fig.11. AutomatonA andits annotation

Note, thatthe currentlogic doesnot allow nestednodal operatorshenceit is for
examplenot possibleto statethisas:"E<> (a and E<>b)” sayingthatthereexists



apathsuchthateventuallynodea is reachedndfrom therenodeb canbereachedThe
techniqueconsistsof annotatingautomatonA, obtainingautomatorAnnotatedA, by
addinga booleanflag variablea_r eached, whichinitially hasthevalue0, andwhich
is assignedhe value 1 when passingthrougha. The propertycannow be formally
statedasfollows:“E<>(b and a.reached == 1)". Thatis, eventuallynodeb is
reachedafterhaving passedhroughnodea.

The DEBT technique Thesecondechniquecalledthe DEBT techniquejs illustrated
in Figurel2.Supposeve haveanautomatorB containingthreestate§amongsbthers):
a, b andx, andsupposeve want to verify, that “every path froma to b mustpass
throughx”.

B Annotated_B

debt := 1 debt :=1

good path

wrong,

° wrong™pat h

Every path from ato b must pass x A[] b imply debt ==0

Fig.12. AutomatonB andits annotation

In animaginedextendedogic this could beformulatedasfollows:

“Al'l (a inmply ((not b) Until x))”sayingthatif atary timea isreached,
then“not b” will holduntil x hasbeenreached. Thetechniqueconsistof annotating
automatorB, obtainingautomatorAnnotatedB, by addinga booleanvariabledebt ,
whichinitially hasthevalue0, andwhichis assignedhevaluel whenpassinghrough
a. Furthermorewhenpassinghroughx it is resetto 0 — the debthasbeen“cashed”.
Thepropertycannow beformally statedasfollows:“A[] b i nmply debt == 0".
Thatis, if atany pointnodeb is reachedthendebt mustnotbe 1, sincethatwould
indicatethatnodea hadbeenreachedefore but notx in between.

The OBSERVER Technique Thelasttechniquecalledthe OBSERVER techniqueis il-
lustratedn Figurel3.Supposeve have anautomatorC containingwo nodegamongst
others):a andb, andsupposeave wantto verify, that“fr om nodea, nodeb mustbe
readedwithin T' timeunits”.

In anextendedogic thiscouldbeformulatedasfollows:“A[] (a i nmply A<T>
b) ” sayingthatif atary time a is reachedtheneventually— within 7' time units— node
b will be reached.The techniqueconsistsof annotatingautomatonC, obtainingau-
tomatonAnnotatedC, by addingtwo kinds of communicatioractions,eachof which

9 NotethattheUnt i | operatotheremustbeweakin thesensehatnodex neednotbereached
atall, andhencenodeb neednotbereachedeither whichis whatwe want.



C Annotated_C Observer
() start
e good bad
From ato b in within T A[] not bad

Fig. 13. AutomatonC, its annotatiorandobserer

communicatesvith an addedobsenrer that measuregime. Let’s first look at Anno-
tatedC. Whenin nodea, abegi n! signalcanbeissuedtelling the obserer to start
measurdime. Whenreachingnodeb, no matteralongwhichpath,anend! signalisis-
suedtelling theobsenerto stopmeasurdime. Thechannekend is declaredasurgent,
hencet will betakenassoonasnodeb is reached.

TheObsererautomatomestsin thest ar t nodeuntil it recevesabegi n? signal
(nodea reached)whereafterit initializesits local clock ¢ andentersthe nodewai t
wheretime can progress.Time can, however, only progressI’ time units dueto the
nodeinvariant,whereafter the nodebad is entered.f on the otherhandan end?
signalis recevedbeforethat,thenthenodegood is enteredThe propertycannow be
formally statedasa propertyof theobserer:“A[ ] not bad”. Thatis, the Obsener
will neverreachnodebad: anend? signalwill alwaysbereceved(b reachedpefore
T time units.

6.2 Property Verification

In thissectionwe shallpresentheresultsof analyzingn UPPAAL variousdesiredorop-
erties.Thepropertiesaasdirectly formulatedoy B&O arelistedbelow, with explanatory
commentsn braclets.Thelisting is just supposedo give the readera generalfeeling
of thekindsof propertieformulated.

1. sl eepi ng mustnotchangdrom 0 to 1 while sl eep_op hasthe valueO. (ThelOP must
not go to sleepif there hasbeenan interrupt — seeFigure 9 for an explanationof these
variables.)

2. Theremustbea pathfrom act i ve to st and_by andvice versa.(It mustbe possiblefor
thelOP to switch betweerits two final states.)

3. Every pathfrom act i ve to noi se mustpassthroughst and_by (The lOP musthave
beenasleepbefoe reading the noi se statewheee it on its way up dueto an interrupt
discorers thattheinterruptis “false”, andhencecausedy noiseonly.)

4. The variables| eepi ng mustnot changefrom 0 to 1 while | sl _i nt errupt is 1 or
ap_i nt errupt is 1 (ThelOP mustnot go to sleepaslong asther is an untreatedinter-
rupt.)

5. The shortestway from dri ver _ret urnl to dri ver cal | 2 doesnot take morethan
1500ps (If thelOP onits waydownverifiesthat thelink is emptyby calling the driver, and



thenimmediatelythereafterdata arrive (an interrupt occuis) no more than 1500 s must
passbefoe thedriver is calledagain.)

6. Theshorteswayfromdri ver returnltoacti ve doesnottake morethan1500pus (If
thelOP onits way downdiscovers dataon thelink by calling thedriver, thenno more than
1500 ps mustpassbefoe thelOP is activeagain.)

7. The shortestway from dri ver _ret urn3 to dri ver cal | 2 doesnot take morethan
1500us (Like 5, butin a differentplacein the protocol’s execution.)

8. Theshortestway from dri ver _ret ur n3 to act i ve doesnot take morethan 1500 us
(Like 6, but in a differentplacein the protocol’s execution.)

9. If thelastvalueof thevariablel sl _conmand hasbeenl or 3 (driver startingcommands),
thenthevalueof sl eepi ng mustnotchangegrom 0to 1 (If thelastcommandssuedo the
driver wasa “start command” thenthelOP mustnotgoto sleep.)

10. If thelastvalueof | sl _command hasbeen3 (activatedriver), thenthe next valuemustnot
be 1 (initialize driver), andvice versa(ln betweertwo driver startingcommandsnustcome
adriver closingcommand.)

11. No morethan1500us mustpassfrom aninterruptoccursuntil all driversareactive

12. It mustbepossiblefor bothinterrupthandlergo wantto assigr0 to sl eep_op atthesame
time, while in additionthis variables valueis already0 (Intuition missing— “technical”
property)

13. If bothinterrupthandlersvantto assigr0 to sl eep_op atthesametime, thenthe |OP will
bein oneof thenodesset _st and_by, check_i nt errupt s, check_noop,
w.st and_by, st and_by, orwake_up (If bothanLSLandan AP interruptoccur andboth
interrupthandles believethatthe IOP is appioading standby mode thenthisis thecase)

14. It mustbe possibleto comefrom thenodenoi se tothenodest and_by (In caselOP has
discorerednoiseonthelink, it will reac standby modeandgoto sleepunlessdataarrive.)

15. | shouldnot be possibleto comefrom the nodest and_by to the nodeact i ve without
synchronizingon the channelap_act i ve (ThelOP cannotget from stand by modeto
activemodewithoutactivatingthe AP)

Figure 14 shaws the verificationresults,indicating the outcome(satisfiedor not)
andtheverificationtechniqueused.Thosepropertienot verifiedusingary of thethree
techniquesutlinedin section6.1have beenverifiedusingotherandsimplertechniques:
“trivial” meanghepropertywasseercorrectwithoutverification.“formuld’ meanghat
the propertycould be directly statedin the UpPAAL temporallogic. Finally, “formula
+ aux.variable’ meanghat by addingan additionalvariablebeingupdatedn appro-
priateplacesthe propertycouldbe directly statedin the UpPaAL temporallogic. The
propertiesvereverifiedusingUPPAAL version2.17 from March1998,on a SunUltra
Sparc60 with 512 MB mainmemory

Properties3 and 12 turnedout not to be satisfied,and after having examinedthe
errortracesB&O recognizedhatthesepropertiesverewrongly formulatedandhence
the“error” tracesshavedvalid behaiors.

Propertie$-8, ontheotherhand,areinterestingn thesensehattheir verifications
failed and causedB&O to reconsidertheir design.In particularproperty5 gave an
errortrace,whereasingleLSL interruptand18 AP interruptsall consumingime, are
generatedeforethe next driver call. As aresult,B&O decidedto only allow one AP
interruptto occurin theirimplementation.



‘No.‘SatisfiedTTechnique Comment Memory‘ Time J

(MB) |(min:sec
1 [YES trivial
2 |YES FLAG 5.3 0:5
3 |NO DEBT shouldnotbesatisfied 4.1 0:2
4 |YES formula 8.2 0:9
5 [NO OBSERVER 18 AP interruptscause®rro 36.0 1:42
6 [NO OBSERVER 24 AP interruptscause®rroff  22.0 0:56
7 |? OBSERVER stateexplosion
8 [NO OBSERVER 79 AP interruptscause®rrorf 157.0 | 33:39
9 |YES formula+ aux.variablg 8.3 0:9
10 |YES formula+ aux.variablg 8.7 0:25
11 |YES OBSERVER 16.0 0:41
12 [NO formula shouldnotbesatisfied 7.9 0:8
13 |YES formula 8.2 0:9
14 |YES FLAG 8.0 0:8
15 |YES trivial

Fig. 14. Verificationresults

7 Conclusion

During a periodof 3 weeks,a modelof B&O’s Ponver Down protocolwasdeveloped
andverified usingthe UpPAAL languageand modelchecler. Thefirst weekconsisted
of anintensecollaboratiorbetweemMMAU andB&O, wheretheB&O representatievis-
ited AAU. Duringthisweek,afirst sketchof themodelwaswrittendown in UPPAAL’S
languageThe modelwasbasedn aninitial designsketchmadeby the compary rep-
resentatie. The work carriedout during the following two weekswasmainly carried
out by AAU. Hence,during the secondweek, a techniquewasintroducedfor dealing
with timedtransitionsandinterrupts During this sameweek,themodelwasreducedy
omitting certaincomponentsn orderto obtaina modelbeingverifiablewithin reason-
abletime andmemoryspaceln otherwords, at the end of the secondweek,a model
was producedthat wasreadyfor verification. At the beginning of the third (andlast)
week, variouspropertiego be verified wereformulatedby B&O in naturallanguage.
Thesewerethentranslatednto the UpPAAL temporalogic, togethemwith variousmod-
ificationsto themodel,andall verificationswerethencarriedout.

After the collaborationthe compaty madea C-codeimplementationand after a
testingphase(which did not reveal ary designerrors),the implementatioris by now
readyto beputinto operationin the new compaly product.

During the developmentof models,we found that the notion of timed automata
andtheir graphicalrepresentatiosened extremelywell asa communicatiormedium
betweerthe industrial protocoldesignerandthe tool expert doing the simulationand
verification.In addition,the graphicalsimulationfeaturesof UpPAAL leadto fastde-
tectionof (obvious)errorsin the earlymodels.

The protocolwas verified correctwrt. the 15 propertiesformulatedby B&O, and
althoughno bugswereidentified,variouscritical time constantsvereidentified,which
shouldbe obeyedin orderto keeptheprotocolcorrect.Variousunexpectedput correct,
behaiors were furthermoredemonstratedghallengingthe understandingf the pro-
tocol. Overall, the experienceappearedo increaseB&O’s confidencen their design.
Thefactthat 3 errorswere caughtduring the modelingphasesuggestshat just spec-



ifying a systemcanbe very informative. In fact, B&O claimedthey hadgot a better
understandingf their systenthis way.

The collaborationhasbeenbeneficialfor both partnersB&O now considergools
like UPPAAL asviable meango improve the designprocesdor time-critical software.
Also, in orderto modelthe systemwe have developedtechniquegor modelingtimed
transitionsandprioritizedinterrupts A timedtransitionis a transitionwhich consumes
time, like codein a programwhich takestime to execute.lt is a specialcircumstance,
that several processesun on a single processarTo the bestof our knowledge,such
techniquedave notbeenpresentealsaevhere.

Whatconcernghe UPPAAL tool set,we anticipatenvestigatingechniquegor ver-
sioncontrol,(keepingtrackof severalrelatedmodels) andwe considettool supportfor
definingabstractionsBoth themesappeamon-trivial in fact. Concerninghe UPPAAL
languagea technicalcontribution of the work is a way of modelingtimed transitions
andinterruptsin a settingwhereseveral processeshareone processarin the forth-
comingnew versionof UpPPAAL, theintroductionof parameterizedimed automatons
will supporta morestructuralway to definetime consumingransitionsthanwe have
presentedh this paperIn [11], the problemof supportingaskschedulings treated It
is likely thatthiswork will beincludedin laterversionsof UPPAAL.

In this work, we have sketcheda numberof patternsvhich may be usedto define
propertiesof real-timesystemsin [1, 2] the limits of UPPAAL’s modelcheckinglan-
guagearecharacterizedn futureversionsof UPPAAL, its timedlogic will be modified
accordingto theseresults- therebysupportingthe definition of the patternsn a more
directway.
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